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1 Introduction

This document is a hardware and software guide for Silabs devices and the Wireless M-Bus Stack from Steinbeis
Transfer Center Embedded Design and Networking [ STZEDN] and describes the installation of Wireless M-Bus devices

to test, to evaluate and to configure with the Wireless M-Bus Suite.
The guide contains the following chapters:
e Chapter 5.1: System Requirements

This chapter specifies the system requirements for the PC to use the Wireless M-Bus Suite for 32-Bit and 64-Bit

operating systems.
e Chapter 5.2: COM Port Settings

This chapter contains the required settings to connect the target hardware to the PC.
e Chapter 4: Hardware Setup and Firmware Installation

This chapter describes the hardware setup, defines performance and peripheral information and specifies dif-

ferent ways to upload the Wireless M-Bus Stack from STZEDN for each Silabs microcontroller family.
e Chapter 5: Wireless M-Bus Suite Quick Start Guide

The Wireless M-Bus Suite quick start guide leads the user step by step through the included demo configuration

to setup a Wireless M-Bus network in a fast and easy way.

The Wireless M-Bus Suite from STZEDN is a computer program to test, to evaluate and to configure Wire-
less M-Bus devices running the Wireless M-Bus Stack. It contains mechanisms to build up a Wireless M-Bus
network. It provides interfaces to control the different device types of the Wireless M-Bus Stack - collector,
meter and protocol monitor (Wireless M-Bus sniffer). The Wireless M-Bus Suite is designed to handle different
network configurations. Configurations can easily be changed, updated or stored. Furthermore it is capable
to run Wireless M-Bus devices with different parameters and settings (e.g. security, device addresses, uni- or

bidirectional).

The Wireless M-Bus Suite uses a serial interface to communicate with the Wireless M-Bus devices and is able

to upload a new firmware image to a Wireless M-Bus device.
e Chapter 6: Wireless M-Bus Protocol Monitor

The Wireless M-Bus Protocol Monitor is an integrated application in the Wireless M-Bus Suite. It is a Wireless
M-Bus Sniffer and can be used to monitor Wireless M-Bus packets. Besides meter and collector configura-
tions, the Wireless M-Bus Stack from STZEDN contains configurations is capable of Wireless M-Bus Sniffer

configurations.
e Chapter 7: Demonstration Application

This chapter presents the demonstration application of the Wireless M-Bus Stack with a sample experimenter
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board. Furthermore, it defines the nomenclature, specifies the different delivery packages of the Wireless M-Bus

Stack and shows how to use the Wireless M-Bus Stack with and without the Wireless M-Bus Suite.

Table 2 lists the supported Transceivers from Silabs, as well as the supported Starter Kits.

| | S14461 | S14463 |
| EFM32LG890 | X | X |

Table 2: Supported Transceivers and Starter Kits
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2 Wireless M-Bus Basics

2.1 Introduction

The Metering Bus (or in short "M-Bus ") is a field bus specialized for transmission of metering data from gas, electricity,
heat, water or other meters to a data collector. It is described by European Norm (EN 13757), which includes the

specification of wired and Wireless M-Bus. The specification is divided into five parts:

e EN 13757-1 ([1D):
Communication systems for meters and remote reading of meters - Part 1: Data exchange
The first part describes the basic communication between the meters and a central data collector. It provides

an overview of the communication system.

e EN 13757-2 ([2]):
Communication systems for meters and remote reading of meters - Part 2: Physical and link layer
The second part includes the specification of the physical data transmission using wired connections. It also

includes the description of the protocol to transmit the data.

e EN 13757-3 ([3]):
Communication systems for meters and remote reading of meters - Part 3: Dedicated application layer
The third part describes a standardized application protocol to enable multivendor capability. So devices of

different manufacturers may be combined in one system.

e EN 13757-4 ([4]):
Communication systems for meters and remote reading of meters - Part 4: Wireless meter readout (Radio me-
ter reading for operation in the 868 MHz to 870 MHz SRD band)
This part specifies the wireless communication of M-Bus and is the main source document for this implemen-
tation. It includes the Physical and the Data Link Layer for wireless devices. It corresponds to specification EN

13757-2 for wired communication.

e EN 13757-5 ([5]):
Communication systems for meters and remote reading of meters - Part 5: Relaying
This last part includes different proposals for relaying data frames to overcome the range problem between

remote meters and data collectors.

The sixth part of this norm relates only to wired busses and is disregarded in this document.

All parts of EN 13757 are compliant to the European Norm EN 870-5 [6].

uick Start Guide Steinbeis Transfer Center _
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2.2 Protocol Stack

2.2.1 Introduction

M-Bus is compatible to the international ISO/OSI-model, but only the layers 1, 2 and 7 are implemented.

Layer 7 | Application Layer (EN 13757-3)
Layer 2 | Data Link Layer (EN 13757-2 or EN 13757-4)
Layer 1 | Physical Layer (EN 13757-2 or EN 13757-4)

Table 3: Operating Modes of Wireless M-Bus

Up to now, the application layer implements all other protocol layers required for a specific appliance. Especially
if routing is required according to [5], it is implemented in the application layer. The reduced modularity leads
to compact implementations running on very small devices with minimum computing resources. But the lack of
modularity certainly is one of the reasons why standardized routing protocols are currently not available for Wireless
M-Bus. The M-Bus favours asymmetric network topologies with low-cost or low-power metering devices on the one
side and data collectors or gateways with higher performance on the other side. Currently, only point-to-point or
star network topologies can be supported. Mesh or multi-hop topologies are not possible. This chapter describes the

settings for implementations of the data collector and the metering devices to setup a network in star topology.

2.2.2 Communication Modes

Dependly on the application there are various combinations of communication modes for data collectors and metering
devices. These settings define the communication flow and the configuration of the radio channel. Table 4 lists

available communication modes.

| Mode | Communication | Description |

S1 Unidirectional In the stationary mode, the metering devices send their data several times a day.
In this mode, the data collector may save power as the metering devices send a
wakeup signal before transmitting their data.

S2 Bidirectional Bidirectional version of S1.

T1 Unidirectional In the Frequent Transmit mode, the metering devices periodically send their data
to collectors in range. The interval is configurable in terms of several seconds or
minutes.

T2 Bidirectional Bidirectional version of T1. The data collector may request dedicated data from
the metering devices.

C1 Unidirectional "Compact Mode" mode. This mode is similar to mode T but it allows for transmis-

sion of more data within the same energy budget and with the same duty cycle. It
is suitable for walk-by and/or drive-by readout. The common reception of mode T
and mode C frames with a single receiver is possible.

C2 Bidirectional Bidirectional version of C1. The data collector may request dedicated data from
the metering devices.

Table 4: Operating Modes of Wireless M-Bus

Table 5 lists the combinations of the communication modes of meters and data collectors.
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In T2 mode, the communication settings for the two data directions are different. Due to different requirements,

both communication devices have to support fast switching of communication speed, coding scheme, and frequency.

Meter Device’s channels

Data
Collector S1,S2 T1, T2 C1, C2 Collector Device’s Tx radio
channels settings
(Freq., data rate, modula-
tion)
S1, S2 X 868,30 MHz 32.768 kcps
Manchester enc.
T1, T2 X 868,30 MHz 32.768 kcps
Manchester enc.
C1, C2 X 868,30 MHz 32.768 kcps
Manchester enc.
Cl1, C2 X 869,525 MHz 50 kcps NRZ
enc.
=)
.2
= b0
£ = g o0
o S s N8
» B g w & z 2
Lo s ey £ 2 Z 82
S858 S 22 = Qg &9
VE ) wn 50 w0 ol
AoS o & oL O O
() 2 s MY o 3 0 — Z
597 BTE 88?
g'g o S s 0 — M
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Table 5: Compatibility matrix for Wireless M-Bus operating modes

Table 5 shows that although the T- and S-modes cannot be combined, a T2 data collector may not well coexist with a

parallel S-mode communication int its vicinity. Table 5 also shows that the C-mode supports the common reception

of mode T and mode C frames with a single receiver.

2.2.3 Unidirectional vs. Bidirectional Communication

If unidirectional communication is used, data will be sent from the metering device to the data collector only. This

enables simple transmitters as metering devices while the data collector only needs to receive. Because listen-before-

talk (LBT) and dynamic network configuration are not possible, it is recommended to use the unidirectional modes

for small and simple constellations with little network load.

In case of bidirectional communication, the collector device can request data from the meter device. This is for

example the case in S2, T2, C2 and N2 mode. In this modes, a bidirectional communication will only be established

if further data or commands need to be exchanged (cf. Fig. 1). Figure 1 shows a typical communication flow.
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Meter Device

Request User Data 2

,,,,,,,,,,,, User Data

Data Collector

Figure 1: Bidirectional Communication with a request after the reception of a periodical meter packet. Example for

mode S2. (Supported by the following modes: T2, S2, C2 and N2)
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3 The STZEDN Protocol Stack

3.1 Wireless M-Bus Protocol Stack

The Wireless M-Bus Stack from STZEDN is a fully Wireless M-Bus complicant protocol stack, including OMS v.3.0.1
[7]. It implements the functionality described in EN-13757 ([1], [2], [3], [4], [5]). Refer to figure 2 for a graphical

overview.

{  Serial APl )

Utility
Module
QS Timer

API Selection Layer
--------------------------------------------

Application Layer*
Extended Data Link Layer*

Clock

Hardware

Checksums

-
= DLL API
En-/ =
decryption | |5 Data Link Layer
Buffer PHY AP
Handling
Error Physical Layer
Handling ?argel API
Bootloader f 2 . L
Support* RF Driver MCU Driver Serial Driver
&
ac)
Legend: o o
‘5@& e o *-.\00\0 S
N S K\Q\}‘a W *Optional
° N\ Layer

Figure 2: Wireless M-Bus Protocol Stack

The Wireless M-Bus protocol stack from STZEDN basically consists of four different parts:

e Wireless M-Bus Stack:

The Wireless M-Bus Stack part of the protocol stack contains all Wireless M-Bus functionality.

e Hardware drivers:

This part of the protocol stack contains all low level drivers to control the microcontroller unit, such as com-

munication interfaces, memory resources and pheripheral units.

o Utility Module:
This part of the protocol stack contains mechanisms and functions which the stack uses to forward information

through the protocol layers, to report runtime information, to handle time intervals and clocks, to manage

meterlists and to execute software updates.
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o Configuration interfaces:
The configuration interfaces are used to setup basic parameters of the target, such as location of the commu-

nication settings or input interrupt sources.

STZEDN offers different packages of the Wireless M-Bus protocol stack. All packages support full Wireless M-Bus
functionality. Refer to table 6 for an overview. To find the most suitable Wireless M-Bus version for the desired

application, please contact STZEDN (refer to chapter 8).

Serial Driver
Bootloader support

| Layer | Basic | Extended | Extended serial | Full |

Application Layer X X X
Extended Data Link Layer X X X X
Data Link Layer X X X X
Physical Layer X X X X
RF Driver X X X X
MCU Driver X X X X
X X

X

Table 6: Available Wireless M-Bus Protocol Stack Packages

Table 7 lists the different memory models of the stack. The memory model specifies where the Wireless M-Bus Stack

saves internal data and meterlists.

| Package | Volatile memory | Non-volatile memory |
Basic X X
Extended X X
Extended serial X X
Full X X

Table 7: Available Wireless M-Bus memory models

Please contact STZEDN for information about currently supported microcontrollers and transceivers. Adaptions of
the Wireless M-Bus protocol stack are possible upon request as well as driver developments for microcontrollers and

transceivers. Please refer to chapter 8 for contact information.

3.2 Wireless M-Bus Protocol Stack Deliveries
3.2.1 Demonstration Applications

Demonstration applications for development boards were delivered as binary files. Please note, that the demon-
stration application contain the full Wireless M-Bus Stack from STZEDN. The Wireless M-Bus Suite can be used to
study, test and evaluate the wmbus demonstration application and Wireless M-Bus, e.g. bidirectional communica-
tion between a Wireless M-Bus collector and a Wireless M-Bus meter device. Furthermore, Wireless M-Bus Suite can
download the binary files to development boards to switch between Wireless M-Bus device types and Wireless M-Bus

modes. Please contact STZEDN for information about supported development boards. The Wireless M-Bus Suite also
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supports Wireless M-Bus sniffer applications for all Wireless M-Bus channels, including decryption and encryption of

data.

3.2.2 Wireless M-Bus Stack as Library

STZEDN delivers the Wireless M-Bus Stack for the Wireless M-Bus devices types and Wireless M-Bus modes in li-
braries. Refer to table 8 for an overview. Please contact STZEDN for information about supported integrated de-
velopment environments. Refer to chapter 8 for contact information. The customer is able to develop application
using the Wireless M-Bus Stack libraries. For a fast and easy development, the Wireless M-Bus Stack comes with

application code example for a collector and a meter device.

| Mode | Meter Device | Collector Device |
S1 X
S2 X X
T1 X
T2 X X
C1 X
C2 X X
N1 X
N2 X X

Table 8: Available Types and Modes

Please note, that Wireless M-Bus sniffer configrations are only delivered as binaries.

3.3 Configuration of the Wireless M-Bus Stack

STZEDN delivers the Wireless M-Bus protocol stack in fully configured libraries for different device types and modes
(refer to table 8). Depending on the target hardware, the Wireless M-Bus Stack supports several communication

interfaces, to enable customized hardware designs.
Target configuration file: stzedn_target config.h

The target configuration file contains definitions about pin and port definitions of the communication interfaces. This
includes e.g. the SPI and UART communication, as well as GPIO input pin definitions. Please note, that the number
of configuration parameters for the hardware drivers depends on the target hardware. Refer to the hardware specific

configuration guide.

3.4 Memory Models
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3.4.1 Internal data

Table 9 lists the internal data of the Wireless M-Bus Stack, which is effected by the choice of the memory model.

| Description | Meter | Collector |

Device status X X
RF channel

Frequency offset

Serial baud rate

Meter Wireless M-Bus address
Collector Wireless M-Bus address
Periodical transmission interval
Device specific encryption key
General encryption key

Wireless M-Bus standard specific data
Meterlist

AR e R R

R R R e A e R e R A R R R

P[] [

Table 9: Internal data of a Wireless M-Bus meter device.

3.4.2 Volatile memory model

The Wireless M-Bus Stack saves all internal vairables as well as the meterlist in volatile memory. More precisely, in
the random access memory (RAM). Thus, all data which changes at runtime is lost after a reset of the device. Refer

to table 9 for a list of parameters which are effected.

3.4.3 Non-volatile memory model

3.4.3.1 Data storage
The non-volatile memory model stores the data listed in table 9 in the non-volatile memory. The Wireless M-Bus

Stack does not specify which kind of non-volatile memory must be used. E.g. FLASH, EEPROM or FRAM.

In general, the Wireless M-Bus Stack buffers most parameters in volatile memory. It synchronizes the volatile memory
with the non-volatile memory at specific points in time. A complete synchronization of the data in table 9 takes place

at the following actions/events:
e During initialization of the Wireless M-Bus Stack.
o A forced synchronization, initiated by user application.
e When the Wireless M-Bus Stack goes to sleep mode, initiated by user application.

However, some data cannot be buffered in volatile memory. Thus, some API function calls cause a write access to non-
volatile memory immediately - API functions which cause changes of meterlist entries. Thus, this effects only Wireless
M-Bus collector devices. Furthermore, these functions do not initiate a complete synchronization, but apply only the
changes to the non-volatile memory which is described by the API function. Refer to table 10 for a corresponding list

of API functions.
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| API |
stzedn_apl_meterAdd
stzedn_apl_meterRemove
stzedn_apl_meterSetRfAdapter
stzedn_apl_meterSetKey

Table 10: API functions, which case a non-volatile write access imediately.

Another direct non-volatile memory write access takes place, when a Wireless M-Bus collector device calls the event
stzedn_apl_evt_newMeter, if the return value is set to TRUE. In this case, a new meter which is currently

not in the meterlist will be added to the meterlist.

3.4.3.2 Non-volatile memory management

Figure 3 shows the basic workflow of the Wireless M-Bus Stack regarding the memory management. After the start-up
of the device and the initialization of the Wireless M-Bus Stack, the function stzedn_apl_start function must

be called with appropriate parameters. The Wireless M-Bus Stack then synchronizes with the non-volatile memory.

Synchronization at stzedn_apl_start : In this function, the Wireless M-Bus Stack first checks, if the non-
volatile memory contains valid information. If the non-volatile memory contains no valid information, the Wireless
M-Bus Stack uses the parameters from the stzedn_apl_start function to initialize the device and stores the
parameters afterwards into the non-volatile memory. If the information is valid, the parameters in the start function
stzedn_apl_start were omitted and all parameters were loaded from the non-volatile memory. In this case,
the Wireless M-Bus Stack also omits the optional static meterlist and loads the one in the non-volatile memory, even

if the list is empty (only for collector). After calling this function, the Wireless M-Bus Stack is ready for operation.

Synchronization at stzedn_apl_sleep : When the Wireless M-Bus Stack is set into sleep mode, all internal
parameters from table 9 were stored into non-volatile memory. If the function returns success, the user application

is allowed to set the microcontroller into a hardware sleep mode.

Synchronization at stzedn_apl_wake : This function must be called to run the Wireless M-Bus Stack after
a sleep mode. The stack synchronizes the buffered parameters in the volatile memory with the parameters in the

non-volatile memory.

Synchronization at meterlist write/change operations: When the user changes the meter entries (add, change,
remove), the Wireless M-Bus Stack writes the changes immediately into the non-volatile memory. The reason for this

is that the meterlist entries were not buffered in the volatile memory.

Synchronization at meter installation mode: When a collector detects a new meter, it is possible to add the meter
into the meterlist of the collector. The Wireless M-Bus Stack fires the event st zedn_apl_evt_newMeter and
the user application can decide, if the collector should add the meter into the own meterlist. In case the collector

adds the meter into the meterlist, the stack writes the meter parameters into the non-volatile memory immediately.
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In all other cases, there is no non-volatile memory write access.

I:\ Volatile memory access
I:\ Non-volatile memory access (only, i avaiatle) ok
set start-up configuration

target_
deinit()

no WM-Bus

operation '

WM-Bus ready

f / user app \ \
poll ( w
4
WM-Bus WM-Bus
m api calls Events

WM-Bus ready

sync load
\ - installation
Y v .
meterlist (o
apl_start() apl_sleep() pTlp() -

M =® sleep #Q J

N deep sleep mode @ reset J

Figure 3: Non-volatile memory work flow.

3.5 Encryption Modes

Refer to table 11 for the supported encryption modes of the Wireless M-Bus protocol stack. The only mandatory

encryption mode defined in OMS v.3.0.1 is mode 5.

| Mode | Description
0 No encryption.
1 AES Counter Mode (AES-CTR).
5 AES Cipher Block Chaining Mode (AES-CBC) with dynamic initialization vector.
Table 11: Encryption Modes
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3.6 Sleep modes

The stack provides several sleep modes, which can be used to save energy, while the stack is not busy.

o Sleep

It is assumed that the mcu will enter a Ipm state in which the RAM content will be kept. The radio will be set

to power down mode.

e Deep sleep

It is assumed that the mcu will enter a Ipm state in which the RAM content will not be kept. The radio will be

set to power down mode.

3.7 Wireless M-Bus Channels

The modes of Wireless M-Bus are using different channels. Table 12 lists all available channels. Depending on the

device’s mode, only a subset of this table can be accessed. Using channels that are not supported result in an error

message at compilation of the firmware.

| Mode | Frequency
N1la, N2a (Meter Device and Data Collector) 169.406 MHz
N1b, N2b (Meter Device and Data Collector) 169.418 MHz
N1lc, N2c (Meter Device and Data Collector) 169.431 MHz
N1d, N2d (Meter Device and Data Collector) 169.443 MHz
N1le, N2e (Meter Device and Data Collector) 169.456 MHz
N1f, N2f (Meter Device and Data Collector) 169.468 MHz
N2g (Meter Device and Data Collector) 169.437 MHz
T2 (Data Collector TX, Meter Device RX) 868.30 MHz
T1, T2 (Meter Device TX, Data Collector RX) 868.95 MHz
S1, S2 (Meter Device and Data Collector) 868.30 MHz
C2 (Data Collector TX, Meter Device RX) 869.525 MHz
C1, C2 (Meter Device TX, Data Collector RX) 868.95 MHz

Table 12: Available channels
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— T2 (Collector),
S1/2
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Figure 4: List of frequencies used by Wireless M-Bus mode S, T and C
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Figure 5: List of frequencies used by Wireless M-Bus mode N
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4 Setup

4.1 Hardware
4.1.1 Supported Radio Types

The following EZRadioPRO radio ICs are supported by the STZEDN W-MBUS Protocol Stack:
1. Si4461 Transceiver
2. Si4463 Transceiver

The transceivers are delivered on RF Pico Boards. The radio module contains the radio IC, the corresponding match-

ing network and the SMA connector matched to 50€2.

| Part Number | Board Description |
4461-PCE14D868 | 868 MHz matching, Transceiver, 14dBm output power, Direct tied
antenna connection

4463-PSQ20D169 | 169 MHz matching, Transceiver, 20dBm output power, Direct tied
antenna connection

Table 13: Supported Transceivers and RF Pico Boards

4.1.2 Hardware requirements

The following devices are needed to build either a complete W-MBUS capable data collector or meter device.

| Description | Part Number |
MCU EFM32LG-STK3600 Leopard Gecko Starter Kit
RF Adapter Board | MSC-RFP2EFM
RF Pico Board 4461-PCE14D868 / 4463-PSQ20D169
Antenna 868MHz / 169MHz

Table 14: Hardware requirements for a meter / collector device

4.1.3 Wireless M-Bus Hardware Platform

The W-MBUS Hardware Platform is a demo, evaluation and development platform for EZRadioPRO radio ICs. It

consists of a Leopard Gecko Starter Kit, an RF Pico Adapter Board and an interchangeable RF Pico Board.
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Figure 6: The 32bit W-MBUS Hardware Platform

4.1.3.1 EFM32LG-STK3600 Leopard Gecko Starter Kit

Debug
8x20 Segment 32MB NAND BU Capacitor Ambient Header
LCD Fash Light Sensor
usB
Interface
EFM32 Reset
Expansion
Header
CR2032 User Push- buttons
Battery
LC Sensor
Power Source
Select
EFM32 Leopard EFM32 Touch
User LEDs Gecko MCU UsB Sider EFM32 Debug

Figure 7: EFM32LGSTK3600 hardware layout

Many of the EFM32’s pins are routed out to "breakout pads" at the top and bottom edges of the kit. A 2.54mm pitch
pin header can be soldered in for easy access to these pins. On the right hand side of the board an angled 20 pin
expansion header is provided to allow connection of peripherals or plugin boards. The connecter contains a number

of I/0O pins that can be used with most of the EFM32 Leopard Gecko’s features. Additionally, the VMCU, 3V3 and 5V

power rails are also exported.
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. ; PD3 PC5
. PD2 PC4
PD1 PC3
PDO  PCO

Figure 8: Breakout pads and expansion header

GND 1 oo 2 VMCU
PCO 3 o o 4 PDO
PC3 5 aa 6 PD1
PCa 7 oo 8 PD2
PC5 9 oo 10 PD3
PB11 11 a o 12 PD4
PB12 13 oo 14 PD5
PC6 15 oo 16 PD6
PD7 17 a o 18 5V
GND 19 | oo 20 3Vv3

Figure 9: EXP Header Pins on Leopard Gecko Module

4.1.3.2 MSC-RFP2EFM Adapter Board

The adapter module makes it possible that the EFM32 Leopard Gecko MCU can be connected to the EZRadioPRO
radio IC easily. On the left hand side of the board an angled 20 pin expansion header is provided to allow connection
of EFM32 Leopard Gecko module. The same expansion header can be found on the right hand side. The digital
signals of the radio (SCLK, MISO, MOSI, NSEL, SCLK, VRE GND and RF_GPIOs) can be accessed on test pins at the
top right side of the board. Four SMA connectors can be soldered on the bottom side for measurement purposes. The
RF Pico Board can be connected in the middle of the adapter board. By default, the radio is powered through the
VMCU pin. If the leopard gecko module is powered by a battery, the supply voltage must be provided to the radio

through the external power source pin. The current consumption of the radio can be measured separately from the

leopard gecko module on current measurement pin.
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External Power Supply — ) )
Connection Radio Test Pins
Current Measurement™ Toprow  Bottomrow
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Bottomrow  Top row * — SCLK MOSI
VMCU - — GND
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—
EFM_13 EFM_14
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SCL 5V o?
SDA 3V3

Figure 10: MSC-RFP2EFM Adapter Board connections

GND 1 |o o2 wmcu
RF_ NRQ 3 | D Oo|4 MOsI
RFSDN 5|pg p|6 Mmso
EFM7 7|o o8 sck
EFM9 9 |pg p |10 RF.NSEL
EFM 11 11| g o |12 EFM 12
EFM_13 13| g 0O |14 EFM_14
EFM 15 15|g [0 |16 EFM_16
scL 17|o o |18 sv
SDA 19| o o |2 3v3

Figure 11: EXP header pins on MSC-RFP2EFM Adapter Board

RFP1 RFP2
connector connector

GND 1| 2 GND GND 1| o 2 GND
MOSI 3 4  MISO Not Connected 3 4 Not Connected
SCLK 5 6 RF_NSEL Not Connected 5 6  Not Connected
RF_NIRQ 7 8 RF_SDN Not Connected 7 8  Not Connecled
SDA 9 10 SCL Not Connected 9 10 Not Connected
RF_GPIO_O 11 12 RF_GPIO_1 Not Connected 11 © | 12 Not Connected
RF_GPIO_2 13 ( 14 RF_GPIO_3 Not Connected 13 © | 14 Not Connected

Not Connected 15| ¢ ( 16 NOT Connected SCL 15 o | 16 SDA

VRF 17| ¢ C 18 VRF 3v3a 17| C© C 18 3v3

GND 19 ( 20 GND GND 19 C 20 GND

Figure 12: RF Pico Board Pins on MSC-RFP2EFM Adapter Board

4.1.3.3 Connection between Leopard Gecko MCU and EZRadioPRO transceiver

The following table shows which MCU and radio pins are required to be connected for the operation of the stack.
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| Si446x transceiver | EFM32LG990F256 |
RF_SDN PC3
RF_GPIO 0 pc4!
RF_GPIO 1 PC5!
MOSI PDO
MISO PD1
RF_NSEL PD3
SCLK PD2

Table 15: Pin compatibility

4.1.3.4 EZRadioPRO RF Pico Board

.

Figure 13: RF Pico Board Front Side

The RF Pico Board is a radio module that contains an EZRadioPRO radio IC, a matching network and an SMA

connector on the top side. These components apart from the antenna connector are covered by a metal shield for

noise reduction. The digital signals of the radio (SCLK, SDI, SDO, NSEL, SCL, SDA, VDD and GND) can be accessed

on test points at the edge of the board. The boards also have a factory loaded board identification memory (EBID)

on the bottom side that contains data that describes the board properties. Via the unified RF Pico connector pair on

the bottom side of the board, any RF Pico board can be connected to the RF Pico Adapter Board.

4.1.4 Required hardware resources

The following table shows the hardware resources that are required from the MCU.

INote that RGO=RG1=012 resistors must be soldered on the adapter board so that RF_GPIO_0 and RF_GPIO_1 will be available for the MCU.

RF_GPIO_2 and RF_GPIO_3 are not used by the stack.
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| Function | Resources
MCU SPEED 28MHz
SPI Bus Speed 8MHz
Used Timer TIMER 1
SPI Interface USART 1 Location_1
USART Interface USART 0 _Location_2
Flash for Collector informations | 0x3E800-0x40000 Collector
Flash for Meter informations 0x3E800-0x3F8FF Meter
Used RF GPIOs of radio RF_GPIO_0, RF_GPIO 1

Table 16: Hardware Requirements

The following table shows the memory consumptions of the different configurations for collectors and meters.

Configurations Read-only code | Read-write code | Read-only data | Read-write data
memory memory memory memory
Collector C2 with serial | 47272 288 1000 6135
Collector C2 with apl 32204 288 760 4787
Collector T2 with serial | 45328 288 960 6103
Collector T2 with apl 30264 288 720 4755
Collector S2 with serial | 45156 288 708 6103
Collector S2 with apl 30088 288 468 4755
Collector N2 with serial | 45260 288 972 6139
Collector N2 with apl 30196 288 732 4791
Meter C2 with serial 43472 288 716 6124
Meter C2 with apl 29300 288 472 4766
Meter T2 with serial 41900 288 716 6124
Meter T2 with apl 27660 288 472 4766
Meter S2 with serial 41732 288 676 6124
Meter S2 with apl 27492 288 432 4766
Meter N2 with serial 41988 288 940 6128
Meter N2 with apl 27748 288 696 4770

Table 17: Memory consumption

4.2 Firmware

This section describes how to setup the firmware of the EFM32LG-STK3600 in use with the Wireless M-Bus Suite.
Please note, that if you want to set up the enclosed demo network with the quick start for Wireless M-Bus Suite in
chapter 5, you have to configure at least two devices: one with the collector and one with the meter firmware. The
EFM32LG-STK3600 firmware can either be provided as binary? (**.bin’file) or as source code that is compiled and

flashed using IAR compiler. Please check, if a valid serial firmware is available on your boards.

You can do this with Wireless M-Bus Suite with a ping test. If there is no firmware available, refer to chapter 4.2.1

for firmware installation using Simpl. Studio or refer to chapter 4.2.2 for installation using IAR IDE. .

2Note that these binaries are SERIAL related and the location in our file hierarchy is at the location of ...\WMBUS Tools\Firmware\Serial

binaries\
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4.2.1 Firmware Installation with Simplicity Studio

To install a firmware using Simplicity Studio the following steps must be performed.

1. Connect the mini USB port of the target board to your PC using a mini USB cable (J-Link interface)

2. Connect the micro USB port of the target board to your PC using a micro USB cable (serial interface).

3. Open the Simplicity Studio software (Studio software [8]).
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Figure 14: Simplicity Studio

4. Select "energyAwareCommander"
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Figure 15: Select "energyAwareCommander"

5. The energyAwareCommander application will start.

6. Select the connected J-Link-Decvice and push the "Connect" button.
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JLink serial number;

Debug Mode: Off
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Figure 16: Select the connected board

7. Select option "Flash".
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Figure 17: Select "Flash"

8. Choose a "*.bin" file and push the button "Flash EFM32".
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Figure 18: Flash the selected firmware

9. Wait until the J-Link-Device is programmed successfully.
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Figure 19: Download

10. To program additional devices, repeat the steps as described above. Make sure to upload the appropriate

firmware for each device.

11. Now your boards are ready to run the application.

4.2.2 Install Firmware with IAR compiler

1. Connect the mini USB port of the target board to your PC using a mini USB cable (J-Link interface).
2. Connect the micro USB port of the target board to your PC using a micro USB cable (serial interface).
3. Open the project file (*.eww) with the IAR ARM compiler.

4. There are different configurations available in the workspace window: One for the meter device and one for

the collector device with the different supported modes. Refer to figure 20 for the selection.

& Complete_EFM321G990
Edit View Project lator Tools Window Help

ST Y A ey PP AR D URS| S D]
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Lib_Use_EFM3ZLGII0_S1446%_Meter N1

I Lib_Use_EFMZ2LG330_SI446%

Ready

Figure 20: Workbench configuration

5. Select a workspace configuration.

6. Before debugging, please check, if the 'Debugger’ is selected in the project options. Right-click on the project

and select ’Options’.
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& Complete_EFM32LG920_SI446X - IAR Embedded Workbench ID
Edit View Project Simulator Tools Window Help

D@ S %

YA PP G EHYERS| S S

a1 Sources Options..

[CDapp_demo

\

| et Miake

| [ stack Compile

Etarget Rebuild All
utput

Clean

Stop Build

Add

Remove

Rename...

Version Control System

Open Containing Folder...
File Properties...

Set as Active

I Lib_Use EFM3ZLG330_51448%

Edit opticns for the selected item

Figure 21: Open project options

7. Switch to the tab "Debugger" and verify that the "J-Link/.." option is selected.

Options for node "Lib_Use EFM32L
|| [General Options
CfC++ Compiler
Assembler
Output Converter Setup | Download | Images | Exre Options | Plugins |
Custom Buid
Build Actions Driver Runto
nker J-Link/)-Trace - main
Setup macros
Use macro file(s)

CMSIS DAP

DB Server | I[-)
TAR ROM-menitor | | D
et/ TTAGjet

Hink/d Trace Devigs descrption fie:

T Stellaris:

Macraigor [7] Qvenide defauit

PE micro [STOOLKIT_DIRS\CONFIG\debugge: Encrgy MicronEFM2LGE] .|
ROI

STLINK

Third-Party Driver

TIXDS100

Figure 22: Driver selection

8. Now you can download and debug the source code.

9. To program additional devices, repeat the steps as described above. Make sure to upload the appropriate

firmware for each device.
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5 Wireless M-Bus Suite

5.1 System Requirements

The Wireless M-Bus Suite is available for 32-Bit and 64-Bit Win XP/WinVista/Win 7 operating systems. The tool
detects the version of the installed java runtime environment and notifies the user if a newer version is available.
It requires the user to download at the official java homepage (www.java.com). Recommended minimum system

requirements are:
e 512 MB RAM for Win XP and 1 GB RAM for Win Vista / Win 7
e 1 GHz CPU
e 100 MB free hard disk space
o Serial interface or USB-to-Serial connector
Before installing Wireless M-Bus Suite, please check if your operating system is 32-Bit or 64-Bit:

o WindowsXP : Open system information: please select Start->Run. Input 'winmsd.exe’ and press ’enter’. Select
"System Summary’. Check the ‘System Type’ parameter: if the value is X86 — basedPC, it is a 32-Bit Windows
XB if the value is X64 — basedPC, it is a 64-Bit Windows XP

e WindowsVista/7 : Please go to Start->System control->System. The operating system settings can be found

under the parameter 'System Type’.

Please make sure to run the correct installer for your system type.

5.2 COM Port Settings

This chapter describes how to get information about the com pot settings on Windows operating systems.

Go to ’Start->System control->System->Hardware->Device manager’ and check the ’‘COM and LPT’ connections.
Refer to figure 23 and 24 for an example COM port configuration in a device manager of a PC. In the following, the
numbers in angle brackets were used to refer to the red numbers in figure 23 and 24. Please expand the node <1>

"Ports(COM & LTP)’. Based on physical connection, there are two types of COM ports to distinguish:
e Physical COM port of the PC <2> (serial interface, usually COM1)

e Virtual COM ports
In case of a USB connection, the PC will assign a virtual COM port to the USB interface as shown by <3> in
figure 24, COM10. Please note, that the COM port number assignement can vary. If you are not sure which
COM port was assigned to your USB connection (and your device), open the ‘Device Manager’, unplug the USB
cable. Please wait three seconds and plug in the USB cable again. The 'Device Manager’ and the available COM

ports of the PC updates automatically and new devices will be added to the COM port list.
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Please note, that connections declared with 'LPT’ are no COM ports and cannot be used for a serial communication.

1M Computer

;-l_,,', Disk drives

+- B, Display adapters

- DVD/CD-ROM drives

+5"-J Human Interface Devices

#-Cg IDE ATA/ATAPI controllers

sffcec) Keyboards

+@3 Mice and other pointing devices

+l- Monitars

+l_-'." Network adapters

+@ Other devices

- Ports (COM & LPT)] 1

12 Communications Port (COM1)] 2
--‘? Prolific USB-to-5erial Comm Port (COM10)

Figure 23: Standard COM port

Computer

;"\_w Disk drives

+l,-, Display adapters

+-cL) DVD/CD-ROM drives

+'J~J Human Interface Devices

+-C IDE ATAJATAPI controllers

0 Keyboards

+}3 Mice and other pointing devices

;--lg- Monitors

+I_-'." Network adapters

+@ Other devices

75" Ports (COM &.1PT]| 1

15 Communications Port (COM1L)| 2
-‘? Prolific USB-to-Serial Comm Port (COM10]| 3

Figure 24: Virtual COM port

This chapter demonstrates how to start a basic Wireless M-Bus network with the Wireless M-Bus Suite. Wireless M-
Bus Suite comes with a demonstration network project. The project settings are stored in configuration files (*.xml).
This quick start guide uses the demonstration project to show the basic concepts of the Wireless M-Bus Suite. The
provided demo configuration file includes one collector and one meter device, which communicate via Wireless M-
Bus. Please note that you need to have at least two compatible evaluation boards with a valid application firmware.
You will need one board with the collector and one board with the meter firmware to use the demo application.

The first step is to connect the boards to your pc and to power them on.

The following chapters of the quick start guide can be read independently. Chapters 5.3 to 5.5 provide information,
how to load the demonstration project as well as basic information, which are used for collector and meter devices.
Chapters 5.7 and 5.8 specify how to perform transmission tests. However, it is recommend to read all chapters in

order of appearance.
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5.3 Loading the demo project
The demo project is integrated in the Wireless M-Bus Suite and can be opened after starting the Wireless M-Bus Suite.
Please perform the following steps:

1. Start the Wireless M-Bus Suite.

2. A’Welcome’ page will be displayed. Press 'Watch the tutorial’ to open a video tutorial for the Wireless M-Bus

Suite.
3. Press ’Open the demo Project’.

4. This loads the 'wmbs_demo.xml’ file from the Wireless M-Bus Suite installation folder.

F B
Wireless M-Bus Suite E@g

File Help

t= Navigator 532 = B | welcome = 8

Welcome to the Wireless M-Bus Suite

' @® &) () (=

Watch the tutorial Create a new project Open the demo project Open an existing project

& Console &2 + B - Fﬁ > = d

No consoles to display at this time.

Figure 25: Start -up dialog

5. Now you can see the 'Data Collector’ and the ’Smart Meter’ in the configuration suite tree. In figure 26, the

correspondig items are framed in red.
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Wireless M-Bus Suite - /Di/MBUS/wimbus_tools juno/wimbus-tools/Configuration Suite/org.stzedn.mbus.configurationSui bs_dem, |l (e

File Help

& Navigator 532 = g ]

8% =
4 | &5 Configuration Suite
4 [} Data Collectors
4| Il Data Cellector

&’ Orphaned Meters

Bl Console 53 < B-ri-=19

Na consoles to display at this time,

Figure 26: Collector and Meter device

Now the 'wmbs_demo.xml’ is loaded. In the configuration suite tree, the ‘Smart Meter’ is located in the subtree of the

"Data Collector’. This means, that the ’Smart Meter’ is assigned to the Wireless M-Bus network of the 'Data Collector’.

5.4 Collector short description

The collector parameters can be displayed by double clicking on the 'Data Collector’ in the navigation tree. By default,
it has a device address and an encryption key. There are several options in the ’Collector configuration’ window, which
are grouped in different sections. These sections (e.g. ’Collector operations’ or ’Collector details’) can be expanded

individually (refer to figure 27 - red framed window in the ’Collectors operations’ section).

The red framed window in the section 'Collectors meter list’ in figure 27 shows the meter devices, which are associated

with this collector. In this case it is the ’Smart Meter’ device.
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F ™
Wireless M-Bus Suite - /Di/MBUS/wimbus_toocls_juno/wimbus-tools/Configuration Suite/org.stzedn.mbus.configurati ite/res/wmbs_demo.xml E@ﬂ
! 9 9
File Help
r
- Mavigator i3 = 0 il Data Collector &3 = O
& v . . .
- _E| = Collector configuration —
4 &5 Configuration Suite
4 |1 Data Collectors ~ Collector details
a4 |1 Data Collector

<= Smart Meter
[l] o Orphaned Meters Collectors Address 4E9ARO0000001200 @

Collectors Encryption Key 00112233445566778899AABBCCDDEEF
| Write config to

Mode Ignored '] device

m

 Collectors meter list

b Smart Meter Primary Address Choose @
RF adapter Choose | | Clear | | Write config to
device

Encryption Key

Collector Address

Mode Ignored

« Collector operations

Q

Start wireless
M-Bus demo

E Console &2 kBl B9~ =0

Data Collector console

Figure 27: Collector editor

If the ’Smart Meter’ device is selected in the red framed window, the corresponding parameters such as device address
etc. are displayed. It has a unique device address, an encryption key and the address of the collector device. Note
that the collector device address must be consistent with the parameters of the 'Data Collector’ device. Otherwise no
communication will be possible. The status of the configuration of the ’Smart Meter’ meter and the 'Data Collector’
will be displayed with the icon of the ’Smart Meter’ in the navigation tree. A well defined connection is displayed
with the icon in figure 28, otherwise figure 29 notifies the user that the meter is not connected. Figure 30 appears,
if a meter has no collector address registered or the collector has no address configured. If two meters within the

Wireless M-Bus network have the same device addresses, figure 31 is shown.

<= Smart Meter

Figure 28: Meter connected

§o Smart Meter

Figure 29: Meter disconnected
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@ Smart Meter

Figure 30: Meter without collector address

G Smart Meter

Figure 31: Meter addresses duplicate

To start the Wireless M-Bus network with the default settings, please press ’Start wireless M-Bus demo’ and select the

COM port related to the 'Data Collector’ device.

New collector test scenario L@éj

Test scenario wizard
Creates a new collector test scenario

Please complete the wizard.

Select a COM Port {COM24 (Collector 52) v] ‘P,
Baudrate 115200 Detect devices
s |

< Back Next > =r

Figure 32: COM Port selection

Now press 'Next’ and select the meters which shall be used together with the collector board and press ’Finish’.

New collector test scenario S|

Meters selection
Please select the meters to be monitored, (Maximum six meters)

<

Select all | | Deselect all

Figure 33: Select ’Smart Meter’ meter

After this, settings are stored in the data collector’s flash memory. If the device was programmed correctly, the

following dialog is shown.

@ Steinbeis Transfer Center IV\-_BQ__SJ))
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Information —— [

B Data Collector' programmed.

Figure 34: 'Data Collector’ programmed

5.5 Meter short description

You can view the meter parameters by double clicking on the ’Smart Meter’ in the navigation tree. The ’Smart Meter’
editor is shown in the following figure. There are several options in the Meter configuration’ window, which are

grouped in different sections. These sections (e.g. 'Meter operations’ or 'Meter details’) can be expanded individually.

F — ™
Wireless M-Bus Suite - /Di/MBUS/wimbus_tools_juno/wimbus-tools/Configuration Suite/org.stzedn.mbus.configurationSuite/res/wmbs_demo.xml E@g
File Help
r
- Navigator 132 = B | = Smart Meter i3 = O
=T . . -
S Meter configuration w
4 &% Configuration Suite
4 |1 Data Collectors ~ Meter details
a |1 Data Collector
«J= Smart Meter

&’ Orphaned Meters Primary Address 4E9AB00000002300

Interval (minimum 1000 ms) 10000

m

Encryption Key 00112233445566778899 AABBC CDDEEFF @

Collector Address 4E9AB00000001200 Write config o

Wl Mode Ignored vl device
[7] Set binding information | 8

« Meter operations

Q

Start wireless
M-Bus demo

[gg

El Console 52 ] | = =~ fﬁ - ?2Bec = g8

Smart Meter console

Figure 35: ’Smart Meter’ Window

Table 18 lists the parameters of the ’Smart Meter’:
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| Parameter | Purpose |

Device address Address of the ’Smart Meter’.

Collector address Address of the 'Data Collector’, to which
the ’Smart Meter’ sends data.

Encryption key The key encrypts the Wireless M-Bus
wireless telegrams.

Binding information This checkbox sets the 'Smart Meter’ to
the connected state.

Time interval The time interval [ms] of periodical data.

Table 18: ’Smart Meter’ Parameters

The ’Smart Meter’ meter will send messages in the configured time interval. The ’Set binding information’ checkbox
is used to set manual connections. Please refer to the manual of the Wireless M-Bus Suite for detailed information

regarding this attribute.

To start the network using the default settings, please press ’Start wireless M-Bus demo’, select the COM port related
to the ’Smart Meter’ device. (refer to figure 32). Then press 'Finish’ and the device will be programmed. If the device

was programmed correctly, the following dialog is shown.

Information m—— @

'6‘ ‘Smart Meter' programmed.

Figure 36: ’'Smart Meter’ programmed

In the demo project, the ‘Smart Meter’ sends a default packet to the collector every 10 seconds.

5.6 Using the Wireless M-Bus Suite

This chapter describes specific device configurations and special functions of the Wireless M-Bus Suite.

5.6.1 Mode selection

The 'Data Collector’ and the Smart Meter’ window includes a 'Mode’ selection box. The Wireless M-Bus mode can
be selected here. The selection of the mode is necessary only in case of mode C or mode N. The following picture

shows the mode selection boxes.
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r —
Wireless M-Bus Suite - /Dy/MBUS/wimbus_tocls junofiwimbus-tools/Configuration Suite/org.stzedn.mbus.configurationSuite/res/wmbs_demo.xml

=T

File Help

<= Smart Meter 23
Meter configuration

~ Meter details

(I Data Collector 53

w Collector details

Collectors Address

~ Meter operations

Q

Start wireless
I-Bus demo

~ Collector operations

Q

Start wireless
il M-Bus demo

LU Luigurauun

i

T L3

4EQAB00000001200

Primary Add 4E9A800000002300 ch
rimary Address Collectors Encryption Key  00112233445566778809AABBC CDDEEF! 3
Interval (minimum 1000 ms) 10000 Mode s 1
Encryption Key 00112233445566778899 AABECCDDEEFF |
Collector Address 4E92800000001200 W ~ Collectors meter list
Made fgnored -
Set binding information Primary Address  [QESAS00000002300
RF adapter

Encryption Key ~ 00112233445566778839A4BBCCDDEE

Collector Address  4E9AE00000001200

Jignored |

Mode

n * <

i r

Figure 37: Mode selection boxes

The selection box can be ignored for modes S and T, as well as for a mode C meter device. If a C collector shall be

used with a T meter, please set the meter to mode T ( as shown in figure 38). The reason is that the collector needs

the information of the supported channels of the meter. Otherwise the collector will only be able to receive packets

of the meter (RX), but is not ab

le to send packets to the meter (TX).

- E—
Wireless M-Bus Suite - /Dy/MBUS/wimbus_tools juno/wimbus-tools/Configuration Suite/org.stzedn.mbus.configurationSuite/res/wmbs_demo.xml

File Help

= Smart Meter £2

Meter configuration

(I Data Collector 52

TunELIUr Cunngurauon

[
N

+ Collector details
+ Meter details
Collectors Address 4E9A800000001200 Cleai
Primary Address 4E9AB00000002300 )
Collectars Encryption Key 00112233445566778899 AABBCCDDEEFT E
Interval (minimum 1000 ms) 10000 Mode — v]
Encryption Key 00112233445566773899AABBCCDDEEFF |
Collector Address 4E9800000001200 w ~ Collectors meter list
Mode I - I
Set binding infermation Primary Address  |AEDAS00000002300
RF adapter
+ Meter operations Encryption Key  00112233445566776899AABBCCDDEE
— Callector Address |4E9AB00000001200
6 Mode I |
Start wireless
M-Bus demo -
= Collector operations
Start wireless
R M-Bus demo p
« i v O i v
Figure 38: Collector C and Meter T
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For using the device in mode N the selection box must be used to select and configure the channel. The figure 39

shows an example for the mode Nb.

e = —
Wireless M-Bus Suite - /D:/MBUS/wimbus tools junofwimbus-tools/Configuration Suite/org.stzedn.mbus configurationSuite/res/wmbs demomi I - [E=RrEE )
File Help

am -

<= Smart Meter I3 Il Data Collector 22

CunELIUT LUy urauun

>

Meter configuration =
+ Collector details

Collectors Address 4E9A800000001200 Cleai

~ Meter details

Primary Address SEATRRRNZ0 Collectors Encryption Key 00112233445566778309AABBC CDDEEF! =
Interval (minimum 1000 ms) 10000 Mode le 1
Encryption Key 00112233445566778899 AABBC CODEEFF |
Collector Address 4E9800000001200 w ~ Collectors meter list
Mode | -
[#] Set binding infermation Primary Address | 4E9AS00000002300
RF adapter
e Encryption Key  00112233445566778899AABBCCDDEE
4 Collector Address |AE9AB00000001200
6 Mode | [T |
Start wireless
M-Bus demo -
+ Collector operations
Start wireless
pu M-Bus demo )
4 n * 4 (1] +
Figure 39: Mode Nb example
5.6.2 Console
The Console View displays the serrial communication flow.
‘B i 2 LB Ee o
Wireless M-Bus console
A v
Figure 40: Console View
The commands available in the Console View are listed below.
Quick Start Guide @ Steinbeis Transfer Center AA'BUS
. Embedded Design and Networking L)
Version 1.02



5 WIRELESS M-BUS SUITE page 44

| Command | Name | Description |
=ne Clear Console Clears the currently active console.

E Display Selected Console Opens a listing of currently opened con-
soles and allows to select the one to dis-
play.

=ar

LA Open Console Opens a new console of the selected type.

El Pin Console Pins the current console to remain on top
of all other consoles.

I';'ll—ﬁ Scroll Lock Changes if scroll lock should be enabled
or not in the current console.

TAELC
12z Text on/off Enables/Disables the serial text output.

Table 19: Console View Commands

The ’Text on/off” button enables or disables the text output for the serial commands (see figure 41).

S -
Wireless M-Bus Suite - /DyMBUS/wimbus.tools_juno/wimbus-taols/Configuration Suite/arg stzedn.mbus.configur... S| lsl et
File Help

El Console &2

Data Collecter console
2013/18/18 15:55:13:425
2@13/18/18 15:55 25
2@13/1e/18 1
2813/18/16 1!
2013/19/18 1
2813/18/168 1!
2813/18/18 1
2013/10/16 1
2013/10/18 1
2013/10/10 1
2013/10/16 1
2013/10/16 1
2e13/18/18 1
2e13/1e/1e 1
2e13/1e/18 1
1
1
1
1
1
1
1

> [a5 @ 4] 2 56 & 8 [84 @]
< LOW DATA : APL - ADD M
fe 1 [39 6c]
SPECIFIC Stop installation mode >
9 13 fe [67 29]
MATION (Unknown command): STZEDN SPECIFIC >
fa [9b 46]

>

> 1

NFIRMATION (OK): CLEAN UP LOST TELEGRAMS
153 9d [1e 78]
ONFIGURATION RF Power >

>

2013/18/10
2013/18/16
2013/18/10
2013/18/10
2813/18/16
2013/10/10
2@13/18/16
2013/10/10
2013/18/10
2013/10/18
2013/18/10
2013/10/18
2013/10/18 15:
2@13/18/18 15:55: > 126 fc 12 @ [9¢ 9d]

2@13/10/10 15:55:13:634 < LOCAL DATA : GET CONFIGURATION Firmware version, Value: 1.2.8

>

>

>

<
<
<
<
<
< N>
<
<
<
<
<
<

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

@5] 26 fe 11 14 [2e ca]

C. A : GET CONFIGURATION Product version, Value: 1.1.20
- ) [54 2]
b -
a
C.

<@ M Firmware version >

<
<
<
<-
<
<
<

el ]

Figure 41: Console with serial text output enabled

5.7 Perform a ping test

This chapter describes how to send a ping message to a device using the Wireless M-Bus Suite. A ping is a simple
message over the UART interface which is used to verify if a firmware is available on the connected board. If your
board responds to the ping request, a firmware is currently being executed. To send a ping message to your board,

perform the following steps:
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1. Make sure that your device is connected to your PC properly.
2. Load the demo project as described in chapter 5.3.

3. Double click on the 'Data Collector’ device in the device tree. Press on the red framed button 'Write config to

device’ or ’Start wireless M-Bus demo’ (refer figure 42).

- — -
Wireless M-Bus Suite - /Dy/MBUS/wimbus_tools_juno/wimbus-toals/C ion Sui stzednmbu ionSuite/res/wmbs_d 1 (oo
j

File Help

- Navigator &% = g8 (I Data Collector 32 B

& v ) .
B Collector configuration =
4 g5 Configuration Suite

4 [ Data Collectors + Collector details
41 Data Collector

4 Smart Meter
i @” Orphaned Meters Collectors Address 4E9AS00000001200

Collectors Encryption Key 00112233445565778899AABBCCDDEEF

mn

Write config to

Mode Ignored v] device
+ Collectors meter list
| L4
i Smart Meter Primary Address Choose @

RF adapter Choose | | Clear | | Write config to
device

Encryption Key

Collector Address
Mode Ignored |
| 5
+ Collector operations
Start wireless
M-Bus demo
| El Console 52 e B-i-F =08

Data Collector consol

Figure 42: Write config to device

4. The wizard shown in figure 43 pops up. Configure the COM port settings to the correct COM port. Then press

’Start ping test’.

New collector test scenario [ESE=RE)
Test scenario wizard
Creates a new collector test scenario
Please complete the wizard.
I
Al 3 — (|
Select a COM Portflic OM24 (Collector 52) v] \.O, L
Baudrate 115200 Detect devices
. v
Stop ping test ||
(|
< Back Next > Einish
Figure 43: Start ping test
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The Wireless M-Bus Suite now tries to send a ping message to the device. If the connection settings are configured
correctly and the ping test fails, the device does not execute a firmware and dialog 44 will pop up. In this case you

have to load a firmware on your device, before you can perform the next steps in chapters 5.4 to 5.8.

Ping test failed [

Please check the connection.

Figure 44: Ping test failed

If the ping test is successful, the console window will show the communication of the ping request and the response
of the board. Refer to figure 45. If the ping test is successful, you can stop the ping test with the ’Stop ping test’

button.

El Console i3 whil # B~rs-% =08
Smart Meter consale
2013/10/69 15:15:52:748 <- [
2813/10/60 15:15:52:753 > [
2813/19/89 15:15:53:260  <- [
2013/10/89 15:15:53:265 > [
2813/19/89 15:15:53:772  <- [
2013/10/69 15:15:53:775 -> [
2813/19/89 15:15:54:282  <- [
2013/10/69 15:15:54:289 -> [
2013/10/89 15:15:54:797  <- [
2813/10/89 15:15:54:809 > [
[
[

m

2013/1@/89 15:15:55:334 <~
2013/10/89 15:15:55:342 -

1 3

Figure 45: Ping test ok

5.8 Using the transmission tests

Perform the following steps for the 'Data Collector’ collector:
1. Open Wireless M-Bus Suite
2. Load the demo project as described in chapter 5.3.
3. Open the 'Data Collector’ device by double clicking on the icon in the navigation tree.

4. Press ’Start wireless M-Bus demo’ and select the COM port of the collector device.
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e —
Wireless M-Bus Suite - /Di/MBUS/wimbus_tools_juno/wimbus-tools/C: ion Suite/org.stzedn.mbu
)

File Help

t= Navigator 52 =

B 5

4 g Configuration Suite
4 1 Data Collectors
a I Data Collector

<= Smart Meter

” Orphaned Meters

a /I Data Collector

3 :[ollector details:

Q

Start wireless
M-Bus demo

» Collectors meter list

+ Collector operations

Collector configuration

mn

El Console &2

Data Collector console

whi| ot B v

AEC =
oz

5. Press

Figure 46: ’Start wireless M-Bus demo’ button 'Data Collector’

‘Next’ and set the checkbox for the ’Smart Meter’ meter. (refer to figure 33)

6. Open the 'Smart Meter’ device by double clicking on the icon in the navigation tree.

7. Press Start wireless M-Bus demo’ and select the COM port of the meter device.
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5 WIRELESS M-BUS SUITE page 48

r B
Wireless M-Bus Suite - /DyMBUS/wimbus tools junofwimbus-tools/Configuration Suite/org.stzedn mbus configurationSuite/res/wmbs demoaml o o [
File Help
:
I = Navigator &2 = 0 < Smart Meter 57 |
& v " . -
5= Meter configuration —
4 g Configuration Suite
4 ) Data Collectors } Meter details
4 (I Data Collector : :
| - Smart Meter ~ Meter operations
o” Orphaned Meters @
Il Start wireless =
M-Bus demo

=& L ABC
= IR G It S

B

] Conscle 32 H
| Smart Meter console |

Figure 47: ’Start wireless M-Bus demo’ button ’Smart Meter’

8. Press ’Finish’.

The meter device will now send every time interval a message to the collector. Make sure that the ’Connection status’

is correct. The 'Data Collector’device will receive the data which is sent by the ’Smart Meter’ meter. The RSSI value

is displayed in a diagram, shown in figure 48.
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F Wireless M-Bus Suite - .f’D:J'MBUwaimbus_tonls_junofmbusfbuolstnnﬁguraiion Suite/org.stzedn.mbus.configurationSuite/res/wmbs_demoxml E@g

File Help

&: Navigator &3 =
=25
4 g% Configuration Suite

4 |1 Data Collectors
a |l Data Collector
«J= Smart Meter
’ Orphaned Meters

g;

|l Data Collector

%2 Data Collector (COM24 | 52) &1

Collector wireless M-Bus demo

+ Collector status

M-Bus mode

e

Product version ﬁ.1.20
Last RF TX status E013.-"11.f05.-" 15:26:46 o

@ T power (dBm)  &?

Store |:|
RF-Data

« Smart Meter

Meter interaction
« Current RSSI

pE

Serial connection status: &7

o

Check connection

0} o

Enter Leave
installation mode  installation mode

Current RSSI: -51.0 dBm

dBm

-100

— RS55I

m

El Console 52

Data Collector conscle

b B~ =08

2813/18/89 13:54:23:962
2813/18/89 13:54:23:971

<- [a5 @ 2] 48 @ [58 27]
->[a5 @ 3] @@ 4@ [c2 cd]

‘|

n

Figure 48: 'Data Collector’ Window

You can also send a string from the ’Smart Meter’ meter to the 'Data Collector’ collector. Input a message in the text

field and press ’Send data’. The 'Data Collector'will receive and display this message as shown in figure 49.
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- S
Wireless M-Bus Suite - /Dy/MBUS/wimbus._tools juno/wimbus-toals/Configuration Suite/org.stzedn.mbus.configurationSuite/resfwmbs_demoaxml

File Help

R

~ Smart Meter

Meter interaction
» Current RSSI

} Meter requests

%% Data Collector (COM24 | 52) 53

-

<]= Smart Meter

Quick Access | T

E% Smart Meter (COM2L | 52) 52

Meter wireless M-Bus demo

» Meter status

» Meter options

w Data transfer

~ Received data content
\V Packet interval [¥] default | 100 ms
Hello World! i Data size 0 Bytes
Meter output: 6 6 i .
- Repetitions @ infinite (O number | 1 telegram/s
Run _ - -
Packet counter: 10 6 RFTest Datscontent @ default ©) random numbers © thet
Encryption type | No encryption A
Telegram status: o 6
Application Busy Any Application Error Abnormal condition / alarm Stop
Power Low Permanent Errar Tempaorary Error RF-Test m
£ Sent telegrams: 0
Clfield Length  Receive time -
v Bbyte  2013-10-09155537 6 Encryption type [AES encryption with CBC IV i= zer0) | ~ |
7 A 8 byte 2012-10-09 15:55:40 Hello World! ' =] @ @
= || Clear table =
T 8 byte 2013-10-09 15:55:52 Set Periodical  Set User
A Gbyte  2013-10-09 15:56:02 T Senddsta  serpats Data Class 2
7A 8 byte 2013-10-0915:56:12 L4
7 A 8 byte 2012-10-0915:56:22
OTA Sbyte  2013-10-0915:56:32 [ Details | -
] . ’ ] I |

n

Figure 49: Send data test

Another test which you can perform is the 'RF-Test’. Configure the transmission delay and press 'Run RF-Test’ on the
’Smart Meter’. The ’Smart Meter’ will send a standard message to the 'Data Collector’ periodically. You can now use
the Wireless M-Bus Suite to view the ’Smart Meter’ which is sending data, and the 'Data Collector’, which is receiving
data. This demonstration Wireless M-Bus network represents a star-network in an area with different device roles.

Generally, the collector device is not intended to send custom data to a meter device.
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5.9 Wireless M-Bus Protocol Monitor Quick Start Guide

The wireless M-Bus protocol monitor is a application to monitor wireless networks. It provides a full-featured web
based capture monitor system. This document covers instructions for the use of wireless M-Bus protocol monitor.
Please make sure to read the instructions carefully. If open questions remain after reading this manual, please contact

STZEDN for support.

Requirements:
(a) The Wireless M-Bus device which contains the protocol monitor firmware.
(b) A valid connection of the Wireless M-Bus device to the PC.

(c) Wireless M-Bus Suite.

Perform the following steps to start the wireless M-Bus protocol monitor:
(1) Open Wireless M-Bus Suite.

(2) Select ’Connect to protocol monitor’ or 'Protocol Monitor’ (refere to figure 50).

. .
Wireless M-Bus Suite oo

File [ Protocol Monitor | Help

C,, Connectto protocol monitor

% Navigator 52 = O | @8 welcome 32

s ¥ . .
- Welcome to the Wireless M-Bus Suite

, Protocol Moniter

@ © (5 =)

Watch the tutorisl ~ Create anew project  Open the demo project  Open an existing project

Bl Console &3 > - rej -= 78

No censoles to display at this time.

Figure 50: Open the 'Wireless M-Bus Protocol Monitor’ wizard

(3) Choose the serial connection and press 'Next’. (See figure 51.)
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r Connect to protacel menitor oo |
Connect to a protocel menitor
Please select the right connection of the protacal monitor. %
Choose the source of the sniffer:
() Use ethernet connection
< Back Net> |  Frish |
Figure 51: Select the serial connection
(4) Select the protocol monitor device and press 'Next’ as shown in figure 52.
F Connect to protacol manitar =)
Connect to a protocol monitor
Please set the connection settings for a serial connection, %
Please complete the wizard,
Selecta COM PﬂﬂI;OMﬁ? {Protocol Monitor 868.30 MHzj vI P
Baudrate 115200 Detect devices
Stop ing e
| e |
Figure 52: Select the protocol monitor device
(5) Select the mode and press ’Finish’ as shown in figure 53.
F Connect to protacol manitar ol [ |
Connect to a protecol menitor
Please set the connection settings for the mode. %
Choose the channel:
() 868.30 MHz
-
7 869.525 MHz
The following devices can be received:
868.30 MHz : Meter 51, Meter 52, Collector 52, Collector T2
868,95 MHz : Meter T1, Meter T2, Meter C1, Meter C2
869.525 MHz: Collector C2
Figure 53: Select the protocol monitor device
Quick Start Guide @ Steinbeis Transfer Center {V"BUS
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(6) Now the wireless M-Bus protocol monitor window will be opend.

(7) To start capturing packets click on the green arrow at the top of the screen as shown in figure 54. Now all

packets are captured from the protocol monitor device. If there are already some packets in the device buffer

they are read, too.

-
Wireless M-Bus Suite

Device 50 68 24 72 24 56 69 80
Device 10 8a 00 00 00 00 17 02
Device Invalid

Device 2c 2d 63 09 16 52 17 16
Device 50 68 24 72 19 30 69 80
Device 50 68 24 72 24 71 69 80
Device 50 68 23 01 52 63 69 80

% Navigator 52 = B | Welcome , Protacol Monitor (868.95_MHz) 52
==
N Cunﬁguri‘o:gu\ta . n
C, Protocel Monitor e &

‘ \.:icn:ﬁtp |‘u|.':.| |vaS\;‘~|oue |‘.| T Stat\"s;tic Ly VT THU | Co Uata — NT{'

09:56:41:376 | 33 | A T |c7|44|10 8a |00 00 00 00 (17|02 |14 3a|al|2f 2f 2f 2f 2f 2f 2F 2f 2f 2f 2f 2f 2f
Timestamp | RSSI | Type |Mode | L | C M A v|T| e |a Data

09:56:42:799 | 33 | A T |c7|44(10 8a |00 00 00 0017|0214 3a|al|2f 2f 2f 2f 2f 2f 2f 2f 2f 2f 2f 2f 2f
Timestamp | RSSI | Type |Mode | L | € M A v|T| e |a Data

09:56:43:673 | 33 | A T |c7|44|10 Ba |00 00 00 0017 |02 |14 3a|al|2f 2f 2f 2f 2f 2f 2F 2f 2f 2f 2f 2f 2f
Timestamp | RSSI | Type | Mode | L | € M A v |T| e |a Data

09:56:44:440 | 33 | A T |cB|44(10 8a |00 00 00 0017|0257 3e|al|2f 2f 2f 2f 2f 2f 2f 2f 2f 2f 2f 2f 2f
Timestamp | RSSI | Type |Mode | L | € M A v | T |er|ece|acc SN Data CRC

09:56:44:856 | 4a B C |23|44|2c 2d|63 09 16 52 |17 |16 (8d(20( Se |00 e6 4c 91| bc 78 (79 34 dd a7 4
Timestamp | RSSI | Type |Mode | L | € M A v|T| e |a Data =

09:56:45:529 | 33 | A T [c8|44|10 8a|00 00 00 00 (17|02 |57 3e|al|2f 2f 2f 2f 2f 2f 2f 2f 2f 2f 2f 2f 2f _

« m 3
Timeline H Details H Filter

Figure 54: Wireless M-Bus Protocol Monitor

For more informations read chapter 6.

Quick Start Guide Steinbeis Transfer Center

Version 1.02

[&]

Embedded Design and Networking

wirsioss

.M:g. !‘.'.-s;]))
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6 Wireless M-Bus Protocol Monitor

6.1 Introduction

This document covers instructions for the use of wireless M-Bus protocol monitor. The first chapter contains the
specifications of the wireless M-Bus protocol monitor. A quick start guide follows, that describes in short terms how
to get the protocol monitor into operation for the first time. In the third part, the web interface, being the main user

interface, is described. Especially focussing on the different views of captured data.

6.2 Wireless M-BUS protocol

A Wireless M-Bus packet consists of several blocks. The first block contains 12 bytes, the following blocks may contain

up to 16 bytes. For each block, a 16 bit wide checksum of the current block is transmitted (2 bytes).

| Name | Size (Byte) | Description |
Length (L) 1 Number of packet bytes excluding
the length field and all CRCs.
Type (C) 1 Packet type.
Manufacturer Id (M) 2 ID of the manufacturer, according
to DLMS.
Type (A) 6 Address of the meter device.
Checksum (CRC) 2 Checksum of the current block.
Application Type (CI) 1 Type field of the application layer.
(Application Layer) X Data of the application layer
Table 20: List of Wireles M-Bus fields.
Sniffer Information Block | + CRC Block Il + CRC Block Il + CRC
Timestamp Port |RSSI | LOI | L C [} A ¥ T CRC CI | ACC | STAT SIG Data CRC Data CRC

07:08:40:072 | 2 | 65 | 128 | 1A |44 |15 93 |47 05 03 34 |14 (03 |AE F2 |74 | 01 | 00 |OC 33 |FA A7 71 E2 51 72 C4 1E 12 43 52 (52 42| C6 |37 FB

——
Address Application Layer Header Data Data
of the meter Access Counter = 1 Byte 1...11 Byte 12
Port device No errors
Wireless M-Bus DES + CBC encryption
868,95 MHz 12 encrypted bytes
Length Type ) Application Type
26 Byte without ~ Frimary (Bit 6) Slave to Master
Spontaneous user 4 byte header followed by
data (Bits 0...3) variable data format response

Figure 55: Example of a Wireless M-Bus packet.

This document assumes that the reader is familiar with the Wireless M-Bus specification, according to EN 13757 [9]
and its application layer extensions of Open Metering System (OMS) [10] and the Dutch Smart Meter Requirements

(DSMR). Otherwise, please contact STZEDN [11] for further documentation or training.
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6.3 Running the protocol monitor

Start |

Figure 56: Starting and stopping the wireless M-Bus protocol monitor

To start capturing packets click on the start button of the button bar at the top of the screen. Now all packets from
the protocol monitor device are captured. If there are already some packets in the protocol monitor buffer they are

read, too.

To stop sniffing click on the stop button. This only stops receiving the packets of the browser application, the pro-
tocol monitor device continues to capture all packets. This allows to run several instances of the protocol monitor

application on several hosts.
To start sniffing again click on the start button.

To clear the screen click on the clear button. This action removes all cached packets of the browser application.

6.4 Packet View

[ Packet ]| csv || statistic | CEEEERPN S

[ e e e Y e e e T e i i e e e
AI

Timestamp Port [RSSI (LOI | L C [} A ¥ T CRC CI Data CRC

07:39:29:705 | 2 | 53 |128 (19 |44 |23 24|71 93 07 85 |01 (74 (33 3F (A1 (11 18 03 13 AD 54 D3 C4 43 F2 6C DO B4 DA 70| 3D B2

Timestamp Port | RSSI | LOI L C M A v T CRC CI | ACC | STAT SIG Data CRC Data CRI

07:39:32:889 | 2 | 89 |128 | 1A (44|15 93 |47 05 03 34 |14 (03 |AE F2 |74 | 01 | OO0 (0OC 33 |FA A7 71 E2 51 72 C4 1E 12 43 52 (52 42| C6 |37 |

Timestamp Port [RSSI (LQI (L | C ™M A ¥ | T CRC CI | ACC | STAT SIG Data CRC

07:39:35:218 | 2 | 56 |128 |2E |44 |2C 2D |14 82 47 25|01 |02 |F8 2A |7A | 6B | OD |20 85 |F6 C1 F7 92 BA 52 F2 47 24 AD DS |83 11 (BD F6 8F

Timestamp Port [RSSI (LOI | L C [} A ¥ T CRC CI Data CRC

07:39:33:518 | 2 | 55 |128 (19 |44 |23 24|71 93 07 85 |01 (74|33 3F (A1 (21 18 03 13 AD 6D A2 1E BE 90 18 BA D9 F1 77 (60 78

Timestamp Port (RSSI (LQI ( L | C ™M A ¥ | T CRC CI | ACC | STAT SIG Data CRC |Data| CRI

07:39:40:926 | 2 | 89 |131|1A (44|15 93 |47 05 03 34 |14 (03 |AE F2 |74 | 01 | OO0 (0OC 33 |FA A7 71 E2 51 72 C4 1E 12 43 52 (52 42| C6 |37 |

Timestamp Port [RSSI (LQI (L | C ™M A ¥ | T CRC CI | ACC | STAT SIG Data CRC

07:39:41:041 | 2 | 57 | 128 |2E |44 |2C 2D |14 82 47 25|01 |02 |F8 2A |7A | 6C | 00 |20 85 |F3 OF AS Al OB 9F 7B 74 SC 67 67 (02 C5|3F 56 CC

Timestamp Port [RSSI (LOI | L C [} A ¥ T CRC CI Data CRC

07:39:41:924 | 2 | 209 | 146 |23 |FF |FF FF|FF FF FF FF |36 |FF |84 FF |FF|FF F6 40 FF FS FF FF FF FF FO FF FF FF FF FC|FF FF [FF FF FA FF F

Timestamp Port |RSSI (LOQI | L C i} A ¥ T CRC CI Data CRC

07:39:46:255 | 2 | 196 | 166 |34 |F9 |FF FF |FF FF 45 FF |FF |F4 |FF FF (71 |FF 7F FF FF FF FF F6 FF FF FF F7 FF FF FF FF |FF FF |FF FF FF FF F_
< | _>|_‘

Figure 57: Packet View.

In the packet view all received packets are shown from top to bottom as they are received over the air. New packets

are appended at the bottom of the list, while the list scrolls up automatically over the time.
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One line represents one packet.
Different blocks delimit the various fields of the protocol such as header and data sections.
The first four fields, however, contain data created by the protocol monitor:

e Timestamp: This value contains the time the telegram was received by the protocol monitor device. The
timestamp is calculated relatively to the current time of the web browser. A relative time stamp is being

received by the protocol monitor device.

e RSSI and LQI: These values describe the link quality of the received telegram. Read chapter 6.8 to get further

information.
Protocol sections not active for the selected packet are hidden.
Each field of the packet has two rows:
e The name of the protocol section.

o The data of the protocol section in hexadecimal notation.

6.5 CSV View

[ Packet |[  ew ]| stateic | p7:at:22]
Delimiter I,‘ Enahle |

Timestamp:; R3S3I;LOI;Porc; Ly Co My ;W T CRC; CI; Ay MoV T ACC; STAT; 331G, Data; CRC

57435515;201;145;:2;16;F7; A7 F2;FF FF FF 59:F6;FF;F6 F1;FF;FF FF FF FO FF FF FF FF FF FF FF FF:FF EO

ST435252; 53,1262 2E, 442D 2C;E25 47 §2 14;01;02:F8 ZA;7h;65;00;20 55;4C BE DE 62 B2 19 31 5F 54 A6 S0;0E F3:6C 34 97 4E
ZC 02 4E 75 8C 73 14 93 F6 E3 A7 75:;BS 39;DE ED 51 45 14;AD S5

57439356;203;:145;2;3E;FA;F1 FF:;03 FF FF FF;FF:FF:F& 72;FF:FF FF FF FF FF FF FF FF F1 FF FF FF FF FF FF;F3 FF;FF FF FF FF
FF FF FF FF F&6 FF 00 F2 FF FO FE F3:FF FF;FF 35 F6 F& FF FF FF FF FF FF FE FS FO FF FF FF;FF FS:FF FF ALC F& FF;FF FF
57442558545 125,219,444 23;85 07 95 71;01;74;33 3F;Al;61 15 03 13 AD 31 1F 38 12 17 57 DD BS5 95 7D:70 05

57444255, 53,1252 2E, 442D 2C;E25 47 §2 14;01;02:F8 ZA;7h;66;00;20 55;0F 17 85 FE Fé &6 E1 F4 97 92 FD;7D EE:;ED 87 2B 1C
54 A4 9F DE 51 EE B7 08 23 5B 64 90:;F5 96:;74 A5 D5 32 6D;5C 02

S57444757;E02;174;2;08,;F3;FF FF;FF 6L 77 FD;FF;FF;66 3F;FF

S57445061;585;, 1292144493 15;34 03 05 47;14;05;AE F2:74:01;00;0C 33:;FL A7 71 EZ2 51 72 C4 1E 12 43 S52;52 42:C6:37 FB
S57450257; 55,1262 2E, 442D 2C;25 47 §2 14;01;02:F5 ZA;7Ah:67;00;20 55;07 27 6E 72 AE DA C9 Fi 0O D1 SD;1D F9:Ch 3E 57 AL
7E 9F 55 ZA 4C 05 6h 71 01 F5 6B 2C;25 32;A3 A1 7F EF FC;96 19

57450854, 52;129;:2;19;:44;24 23;585 07 95 71;01;74;33 3F;A1;71 18 03 13 AD 2Z6 30 71 ES 36 54 04 6E 3C 7F:EBEBE 43
5745606055, 1262 14,4493 15;34 03 05 47;14;05;AE F2:74:01;00;0C 33:;FL A7 71 EZ2 51 72 C4 1E 12 43 S52;52 42:C6:37 FB
57456255, 55,1252 2E, 442D 2C;25 47 §2 14;01;02:F8 ZA;7h;65;00;20 55;0B 30 FE 01 F8 9E A5 C5 5D 5E 60;65 F3:0B 1F 2ZC ES
E5 CO 73 CO &C 1F E4 BS EAL ES E3 15:05 B7:;09 DE C6 5C EF;40 A9

57457037;202;:167;2;00;FF;FF FF:FF FF 30 FF;FF;FF:FS FE;FF;F&6 FF FF:E3 FE —
57462260558, 1262 2E, 442D 2C;E25 47 §2 14;01;02:F8 ZA;7Ah:69;00;20 55;3D 49 DA 25 51 7B 595 4D 69 76 LZ;2ZAh Fl:24 ALE 01 47

EE 10 30 B& 75 45 65 91 C8 DO 3E F3:82 AA;C6 D5 ES CF 17:;D1 41

5746406059, 1252144493 15;34 03 05 47;14;05;AE F2:74:01;00;0C 33:;FL A7 71 EZ2 51 72 C4 1E 12 43 S52;52 42:C6:37 FB
S57467734;205;:172;2;10;FF;FF F&6;FF FF FF FZ;FF:FF:FF FF;FF:FF FF FiL FF FF 36;FF FF

57465261, 55,1252 2E, 442D 2C;25 47 §2 14;01;02:F8 ZA;7h:6L;00;20 55;BC 23 oC 44 D4 0z SE B7 7F 65 E1:4D 1F:12 AF 3C 4E

AR 30 1D 15 F2 FS§ AF 76 24 74 39 86:;73 AS;D1 5D DD 68 F1:;99 96

57468946;: 5312582194424 23:85 07 98 71:;01:74:33 3F:a1:11 15 03 13 AD 54 D3 C4 43 F2 6C DO B4 DA 70:3D B2

ST4T7E2129;89;, 1262144493 15;34 03 05 47;14;05;AE F2:74:01;00;0C 33:;FL A7 71 EZ2 51 72 C4 1E 12 43 S52;52 42:C6:37 FB ‘:J

| v

Figure 58: CSV View.

The delimiter character, which separates the fields is set by default to a semicolon ’;’. However, you can enter a
different character the input text field "Delimiter". To change this field enter your desired delimiter and press set.

The delimiters are changed immediately.

uick Start Guide Steinbeis Transfer Center _
\?ersion 1.02 @ Embedded Design and Networking 'M—?E“S)))



6 WIRELESS M-BUS PROTOCOL MONITOR page 57

6.6 Statistics View

[ Packet |[ v ][ stteic | p7:43:13]
IA 'l Add group | Clear statistic | Expand all | Collapse all

Statistic since 2010-12-16, 07:38:18:003 =
Received telegrams 118

Grouped By i =

EM=FFFF  [16]
EM=1593  [23]
EmM=2c20  [41]

4=14 82 47 25 [41]
EmM=2324  [22]

4=71 9807 85 [22]
EM=FFF3  [2]
EM=FFFS  [1]
mM=F2 47 [1]
EM=FFF1  [1]
EM=F6FF  [1] =
EM=FFFI  [1]
EM=FLFF  [1]
EM=FSFS  [1]
EM=FEFF  [1]

ﬂ., R raa _>|L‘

Figure 59: Statistic View.

The statistics view is used to group packets. Packets with the same field values can be set up as statistic to get the

overall count of the number of packets.

To create a group select the field of the drop down list in the header row and click on "Add group". Now all packets

are grouped by this field. To add further groups repeat this step.
To remove a grouping field, click on the red x behind the field value of "Grouped by" line.

The grouped packets are shown as tree view. If several groups are chosen, click on the [+] in front of the group name
to display the subgroups of the current group. For faster opening or closing all groups click on the button "Expand

all" or "Collapse all".

The statistics view works independently of the other views. If all packets of the views cleared by pressing the clear
button, the packets in the statistic are kept. Click on the button "Clear statistic" to clear the packets from the statistic

view.

6.7 Timeline View

[ mimelime || Detais || Filter

\Wirelegs M-Bus, 862,95 MHz ;I

Device Invalid

Device 15 93 47 05 03 34 14 08

Device 2C 20 14 82 47 25 0102

Device 23 24 71 98 07 85 01 74 =
K| _>l_I

Figure 60: Timeline View.
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Additionally to the main view, a second section provides additional information about the radio activity. In the

timeline view, all received packets are displayed by ports and addresses.

In the first lines the activities on the ports are shown. The ports may represent different radio settings for the internal

modules. Each coloured box marks an activity on the port.

The next lines show the received packets categorised by their address. Selecting a packet in the timeline automatically

selects it in the main window as well and vice versa.

6.8 Details View

| Timeline | | Details | | Filter
Sniffer
Timestamp 2012-01-27, 11:22:34:953
Port unknown port: 0
RSSI -0 dBm
LQI not available
Frame unknown frame format: 1 for port 0
Data Link Layer
Length 30 Bytes
OMS Vol2 v3.0.1 - SND-NR (from meter): Send spontaneous/periodical application data without request (send/no reply)
Control Frame count bit (FCB): 0
Frame count bit valid (FCV): Alternating function of FCB bit is invalid
Manufacturer S:E:UETQS Te\z;er GmbH
Address 71980785
Version 1
Device Type EN 13757-3:2004 - reserved
Checksum oK

The details view expands the protocol sections with further details as listed in the table or packet views. Additional

Control Information
Application Layer
Access Number
Status

Signature

Checksum
Checksum
Data
Packet data
Raw data

OMS Vol2 v3.0.1 - M-Bus: Response from device (4 bytes header)

91
Mo error

AES + CBC (Dynamic Initialisation Vector)

Meter/actuator provides a short access window only immediately after this transmission
1 encrypted block

Standard data telegram with unsigned variable meter data (conform to OMS-Vol2 v1.02)
0 hops

Data Block 1: OK
Data Block 2: OK

01 82 1c e5 d6 50 06 ab 71 6d 53 7a 9¢ 29 5f 50
le 44 24 23 85 07 98 71 01 74 91 c6 7a 5b 00 10 85 01 82 1c e5 d6 50 06 ab 71 6d 53 75 4f 7a 9c 29 9f 50 90 e2

Figure 61: Detail View.

protocol specific information are listed here for the currently selected packet.

To display the details of a specific packet in the detail view, select any packet in either the packet view (chapter 6.4)

or the time line view (chapter 6.7). The same packet will be selected across all views and its extended information

in the detail view can be inspected.
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Moving the mouse over a specific packet highlights the packet in the different views without selection. For selection

and packet detail investigation, left-clicking is necessary.

6.9 Filter View
The wireless M-Bus protocol monitor allows to define filter rules to concentrate on packets of interest. E.g., it is
possible to hide all packets of a special device.
For defining the filter rules open the tab "Filter".
By default, one dummy filter is displayed. For each filter, the following options can be set:
o The field, to which the rule applies.
e The logic operation the value is compared to (==, !=, >, <, >=, <=).

o The value, which has to be used for comparison.

| Tirmeline | | Details | | Filter |
jL‘IAND 'I Enable | Disable |
Fort ;I

Leadle

2

Figure 62: Defining a filter.

To set a filter press the button "Enable". The icon at the top of the screen is then switched to green.

The rules are applied to all views and all received packets. If new packets are detected, they are stored to the local
packet memory, but they will be only displayed, if they meet the filter rules. Consequently if the filter is disabled,

older packets, which were filtered out, appear then.

If several rules shall be defined, press "+" at the top of the filter tab. A further box to specifiy rules is opened. To

combine multiple rules, select the desired operation next to the set-button:
e AND: To display a packet, all rules have to be true.

e OR: At least one rule has to be true to display the packet.
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Figure 63: Defining several rules.

To remove a rule, select it by left-clicking and press the remove button "-".

After a rule is changed, the button "Enable" has to be pressed to update the views.

For disabling all filters, click "Disable". The icon at the top of the screen is then switched to red.

6.10 No warranty

The wireless M-Bus protocol monitor is provided “as is” and use of it is at user’s risk. STZEDN expressly disclaims all
warranties, representations of conditions of any kind, express or implied or statutory, including but not limited to,
any warranty of merchantable quality or fitness for a particular purpose and any warranty that the protocol monitor
is delivered free of any third party claims by way of infringement or otherwise. STZEDN does not warrant nor make
any condition or representations that the functions contained in the protocol monitor will meet the requirements
of the customer, that the operation of the protocol monitor will be uninterrupted nor error free that defects in the
protocol monitor will be corrected. Further, STZEDN does not warrant or make any conditions or representations
regarding the use or the results of the use of the protocol monitor in terms of its correctness, accuracy, reliability or
otherwise. No oral or written information or advice given by STZEDN or others shall create a warranty, condition or

representation or in any way extend the scope of the “as is" provision of the protocol monitor.
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7 Demonstration Application

7.1 Introduction

The following chapters specify the nomenclature and the usage of the different Wireless M-Bus Stack resources.
Chapter 7.3 is a description of the demonstration application in general. Furthermore, chapters 7.4 to 7.6 show how
the demonstration application can be downloaded to the EFM Starter Kit to run the application. Please note, that in

this chaper 'device’ and ’board’ are used as synonyms for the EFM Starter Kit.
The Wireless M-Bus Stack from STZEDN is delivered in different assamblies:

e Pre-compiled binary files.

o Pre-compiled library sources which can be used with the IAR Workbench.

e Source code IAR Workbench project.

7.2 The Wireless M-Bus Stack Nomenclature

This chapter describes the nomenclature of the Wireless M-Bus Stack resources from STZEDN.

7.2.1 Pre-compiled Firmware Files

7.2.1.1 Wireless M-Bus Stack Firmware Files
In general, the Wireless M-Bus Stack firmwares without a serial interface and without Wireless M-Bus Suite are

made up of
o the prefix ’"demo’,
e the name of the development board,
o the corresponding transceiver,
e the device type,
e and the Wireless M-Bus mode.

Feel free to change the names of the firmware files. These firmware files are generated by the project in chapter

7.2.3.2.
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| Name | Transceiver | Type | Mode | File Name |
EFM32LG990 | SI446X Collector | c2 demo_efm321g990_si446x_collector_c2.bin
EFM32LG990 | SI446X Collector | n2 demo_efm321g990 si446x_collector n2.bin
EFM32LG990 | SI446X Collector | s2 demo_efm321g990_si446x_collector_s2.bin
EFM32LG990 | SI446X Collector | t2 demo_efm321g990_si446x_collector_t2.bin
EFM32LG990 | SI446X Meter c2 demo_efm321g990 si446x_meter c2.bin
EFM32LG990 | SI446X Meter n2 demo_efm321g990_si446x_meter_n2.bin
EFM32LG990 | SI446X Meter s2 demo_efm321g990_si446x_meter_s2.bin
EFM32LG990 | SI446X Meter t2 demo_efm32Ig990 si446x_meter t2.bin

Table 21: Nomenclature of the Wireless M-Bus Stack firmware files without a serial interface and without Wireless
M-Bus Suite.

In general, the Wireless M-Bus Stack firmwares with a serial interface and with Wireless M-Bus Suite are made up

of
o the prefix ’serial’,
o the name of the development board,
e the corresponding transceiver,
o the device type,
e and the Wireless M-Bus mode.

Feel free to change the names of the firmware files. These firmware files are generated by the project in chapter

7.2.3.4. Please note, that all serial Wireless M-Bus Stack firmwares use 115200 baud.

| Name | Transceiver | Type | Mode | File Name |
EFM32LG990 | SI446X Collector | c2 serial_efm321g990_si446x_collector_c2.bin
EFM32LG990 | SI446X Collector | n2 serial_efm321g990 si446x_collector_n2.bin
EFM32LG990 | SI446X Collector | s2 serial_efm321g990 si446x_collector s2.bin
EFM32LG990 | SI446X Collector | t2 serial_efm321g990 si446x_collector t2.bin
EFM32LG990 | SI446X Meter c2 serial_efm321g990 si446x_meter c2.bin
EFM32LG990 | SI446X Meter n2 serial_efm321g990 si446x_meter n2.bin
EFM32LG990 | SI446X Meter s2 serial_efm321g990 si446x_meter s2.bin
EFM32LG990 | SI446X Meter t2 serial_efm321g990 si446x_meter t2.bin

Table 22: Nomenclature of the Wireless M-Bus Stack firmware files with a serial interface and with Wireless M-Bus
Suite.

7.2.2 Wireless M-Bus Stack Libraries

In general, the library file names are made up of
e the name of the development board,

o the corresponding transceiver,
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o the device type,

e and the Wireless M-Bus mode.

| Name | Transceiver | Type | Mode | Type
EFM32LG990 | SI446X Collector | c2 EFM32LG990_SI446X_Collector C2.a
EFM32LG990 | SI446X Collector | n2 EFM32LG990_SI446X_Collector_N2.a
EFM32LG990 | S1446X Collector | s2 EFM32LG990 _SI446X_Collector S2.a
EFM32LG990 | SI446X Collector | t2 EFM32LG990_SI446X Collector_T2.a
EFM32LG990 | SI446X Meter c2 EFM32LG990_SI1446X_Meter C2.a
EFM32LG990 | SI446X Meter n2 EFM32LG990 _S1446X Meter N2.a
EFM32LG990 | SI446X Meter ) EFM32LG990_SI446X_Meter S2.a
EFM32LG990 | SI446X Meter t2 EFM32LG990_SI1446X_Meter T2.a

Table 23: Nomenclature of the Wireless M-Bus Stack library files

7.2.3 IAR Projects and Configurations

It is possible to open all IAR projects with the project file:

Project Name: Complete_efm32(g990_si446x.eww

7.2.3.1 Library Build IAR Workbench Project
The library build project produces the Wireless M-Bus Stack libraries for the different Wireless M-Bus network devices
and the different Wireless M-Bus modes. The project contains all configurations with the type and mode correspond-

ing settings listed in table 24.

Project Name: Lib Build efm321g990 si446x.ewp

| Type | Mode | Configuration Name
Collector | c2 Lib Build EFM32LG990_SI446X Collector C2
Collector | n2 Lib_Build_EFM32LG990_SI446X_Collector_N2
Collector | s2 Lib_Build EFM32LG990 SI1446X_Collector S2
Collector | t2 Lib_Build_EFM32LG990_SI1446X_Collector_T2
Meter c2 Lib_Build_EFM32LG990 SI446X Meter C2
Meter n2 Lib Build EFM32LG990 SI446X Meter N2
Meter s2 Lib_Build_EFM32LG990_SI446X_Meter_S2
Meter t2 Lib_Build_EFM32LG990_SI446X_Meter_T2

Table 24: Configuration Names of the Library Build porject

7.2.3.2 Library Usage IAR Workbench Project

The library usage project includes the Wireless M-Bus Stack libraries. The customer can use this project to program
own applications based on the Wireless M-Bus Stack libraries. A sample main file for the meter and the collector
device is included in the project to quickly setup a wireless communication. The project contains all configurations

with the type and mode corresponding settings listed in table 25.
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Project Name: Lib_Use efm321g990 si446x.ewp
Collector Main File: app_apl\main_collector.c
Meter Main File: app_apl\main_meter.c

Configuration File: app_apl\stzedn_wmbus_global.h

| Type | Mode | Configuration Name
Collector | c2 Lib Use EFM32LG990 SI446X Collector C2
Collector | n2 Lib_Use_EFM32LG990_SI446X_Collector_N2
Collector | s2 Lib_Use EFM32LG990 SI446X_Collector S2
Collector | t2 Lib Use EFM32LG990 SI446X Collector T2
Meter c2 Lib_Use_EFM32LG990_SI446X_Meter C2
Meter n2 Lib_Use EFM32LG990 SI446X Meter N2
Meter s2 Lib Use EFM32LG990 SI446X Meter S2
Meter t2 Lib_Use_EFM32LG990_SI446X_Meter_T2

Table 25: Configuration Names of the Library Usage porject

7.2.3.3 Source Code IAR Workbench Project with serial interface disabled
The source code project contains all source files from the Wireless M-Bus Stack. A sample main file for the meter
and the collector device is included in the project to quickly setup a wireless communication. The project contains

all configurations with the type and mode corresponding settings listed in table 26.

Project Name: Debug Demo_efm32Ig990 si446x.ewp
Collector Main File: app_apl\main_collector.c
Meter Main File: app_apl\main_meter.c

Configuration File: app_apl\stzedn_wmbus_global.h

| Type | Mode | Configuration Name
Collector | c2 Debug Demo EFM32LG990_SI446X_Collector C2
Collector | n2 Debug Demo EFM32LG990 SI446X Collector N2
Collector | s2 Debug_Demo_EFM32LG990_SI446X_Collector_S2
Collector | t2 Debug Demo EFM32LG990_SI446X_Collector T2
Meter c2 Debug Demo EFM32LG990 SI446X Meter C2
Meter n2 Debug Demo_EFM32LG990_SI446X_Meter N2
Meter s2 Debug Demo EFM32LG990 SI446X Meter S2
Meter t2 Debug Demo_EFM32LG990_SI446X Meter T2

Table 26: Configuration Names of the Debug porject with serial interface disabled
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7.2.3.4 Source Code IAR Workbench Project with serial interface enabled

The source code project contains all source files from the Wireless M-Bus Stack. A sample main file for the meter
and the collector device is included in the project to quickly setup a wireless communication. The project contains
all configurations with the type and mode corresponding settings listed in table 27. Please note, that there is one

shared main file for the collector and meter.

Project Name: Debug Serial efm32(g990 si446x.ewp
Collector Main File: app_serial \stzedn_app_serial.c
Meter Main File: app_serial \stzedn_app_serial.c

Configuration File: app_serial \stzedn_wmbus_global.h

| Type | Mode | Configuration Name
Collector | c2 Debug_Serial EFM32LG990_SI1446X_Collector_C2
Collector | n2 Debug Serial EFM32LG990 SI446X Collector N2
Collector | s2 Debug_Serial EFM32LG990_SI446X_Collector_S2
Collector | t2 Debug_Serial EFM32LG990_SI446X_Collector_T2
Meter c2 Debug Serial EFM32LG990 SI446X Meter C2
Meter n2 Debug_Serial EFM32LG990_SI446X Meter N2
Meter s2 Debug_Serial EFM32LG990_ SI446X Meter S2
Meter t2 Debug Serial EFM32LG990 SI446X Meter T2

Table 27: Configuration Names of the Debug porject with serial interface enabled

Please note, that all serial Wireless M-Bus Stack configurations use 115200 baud.

7.3 The Demonstration Application
7.3.1 Introduction

The demonstration application builds up a wireless network with two network devices - a collector and a meter

device. Thus, the application needs two EFM Starter Kits. Figure 64 shows the basic setup.

The first step is to download the collector and the meter firmware to the EFM Starter Kits. Refer to chapters 7.4 to

7.6 to get detailed information about how to download a firmware to the boards.
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Figure 64: Demonstration Application

There are two different setups to run the demonstration application. One setup runs without the Wireless M-Bus

Suite (refer to chapter 7.3.2) and one setup with it (refer to chapter 7.3.3) .

The Wireless M-Bus Stack firmware differs for the two setups. Please make sure to se-

lect the correct firmware files. Refer to chapter 7.2 for details about the nomenclature

nen D

of the firmware files or IAR projects.

7.3.2 Demonstration Application without Wireless M-Bus Suite

In this setup, the demonstration application works without the optional serial interface and thus, without Wireless

M-Bus Suite. The following Wireless M-Bus Stack firmware files or projects are applicable:

o The pre-compiled Wireless M-Bus Stack firmware files in chapter 7.2.1, table 21. Refer to chapter 4.2.1 for

details about downloading a binary firmware file to a EFM Starter Kit.

e The IAR Workbench project in chapter 7.2.3.2 or the project in chapter 7.2.3.3. Refer to chapter 4.2.2 for

details about downloading an IAR Workbench Project to a EFM Starter Kit.

If the demonstration application is installed on both boards, the meter device starts sending sample data packets to

the collector device.

11t is recommended to use the USB interface as power supply. If the EFM Starter Kits are powered with batteries, the display may not work

correctly.
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7.3.3 Demonstration Application with Wireless M-Bus Suite

The Wireless M-Bus Suite (refer to chapter 5) can be used to control the demonstration application on both boards
via the serial interface. In the Wireless M-Bus demonstration application without Wireless M-Bus Suite, the meter
device sends a telegram to the collector device in a defined time interval. Please note, that the serial demonstration
application is limited in the number of supported meter devices. There are many advantages and extensions for the

demonstration application, which allow fast and easy wireless communications, if Wireless M-Bus Suite is used:
e Perform an RF-Test.
e Set serveral user telegrams and send them from the meter to the collector device.
e Perform a bidirectional communication.
e Communication with and without encryption.

e Access to internal parameters of the devices. E.g. in case of a collector device the 'Received Signal Strength

Indication’ value is displayed for a specific meter.

e Access to the serial console. Thus, all commands from the serial specification from STZEDN can be send to the

devices.
o Create fast and easily own Wireless M-Bus configurations.
e Wireless M-Bus Suite supports Wireless M-Bus Stack sniffer (refer to chapters 5.9 and 6 ).
o Wireless M-Bus Suite includes an AES encryption and decryption tool.

e Download binary firmware files to the EFM Starter Kits, to switch or update applications, if a bootloader is

available.
The following Wireless M-Bus Stack firmware files or projects are applicable:

o The pre-compiled Wireless M-Bus Stack firmware files in chapter 7.2.1, table 22. Refer to chapter 4.2.1 for

details about downloading a binary firmware file to a EFM Starter Kit.

o The IAR Workbench project in chapter 4.2.1. Refer to chapter 4.2.2 for details about downloading an IAR
Workbench Project to a EFM Starter Kit.

7.4 Download Binary Files

This chapter describes how to prepare the the demonstration application of the Wireless M-Bus Stack from STZEDN
with a pre-compiled firmware, delivered as a *.bin’ binary file. To start the demonstration application, the Wireless
M-Bus Stack firmware must be downloaded to the EFM Starter Kits. The firmware files in chapter 7.2.1, table 21 and

table 22, are applicable.

To upload the firmware, please perform the steps in chapter 4.2.1.
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Please refer to chapter 7.3 for a description of the demonstration application on the EFM Starter Kits.

7.5 The Wireless M-Bus Stack as Library

This chapter describes the usage of the Wireless M-Bus Stack as library. Regarding the libraries, there are two IAR
Workbench projects available. The project in chapter 7.2.3.1 builds the Wireless M-Bus Stack libraries. The project
in chapter 7.2.3.2 uses the libraries to setup an application project. If you want to build the libraries, go to chapter

7.5.1. If the libraries should be built, please refer to chapter 7.5.2.

Please refer to chapter 7.3 for a description of the demonstration application on the EFM Starter Kit. Refer to chapter

4.2.2 for more detailed information about uploading an IAR Workbench project to the EFM Starter Kits.

7.5.1 Build Libraries

The corresponding IAR Workbench project is the ’lib_build’ project in chapter 7.2.3.1. The purpose of the project
is only to build Wireless M-Bus Stack libraries. Thus, there are no main files necessary. The project contains all
preconfigured configuration for the different Wireless M-Bus types and modes. Refer to table 23 in chapter 7.2.2 for
detailed information about the nomenclature of the library files. Please note, that the serial interface is disabled in

all project configurations.

7.5.2 Use Libraries

The corresponding IAR Workbench project is the 'lib_use’ project in chapter 7.2.3.2. The purpose of this project is to
use the Wireless M-Bus Stack libraries to develop applications. For a fast and easy development, the project contains
sample main files for the meter and the collector device which implement the demonstration application. The user
can change and extend these files for own applications. The project contains preconfigured configurations for all
supported Wireless M-Bus types and modes. Please make sure to include the correct library file for the intended

Wireless M-Bus type and mode. Please note that the serial interface is disabled in all project configurations.

7.6 The Wireless M-Bus Stack as Source Code

The corresponding IAR Workbench projects are described in chapter 7.2.3.3 and chapter 7.2.3.4. In the first project,
the serial interface is enabled. In the second project, the serial interface is disabled. However, these projects support
full access to every source file at each communication layer of the Wireless M-Bus Stack from STZEDN. Thus, the

user is able to change e.g. the availibility of the serial interface.
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Please note, that changes in the source code can have major impact on the prin-

ciple of operation of the Wireless M-Bus Stack. Please perform changes on the

source code only, if you are completly confident about the impacts. There is no
support from STZEDN to projects with changed source code (The only exception
to this restriction are the main application files and the configuration header file,

stzedn_wmbus_global.h).

Please make sure, that the following requirements are fulfilled:

| Number | Description |

1 The function stzedn_tmr_tick() must be called 2000 times per second.
2 The microcontroller main clock must be fast enough to ensured that
the timings in the bidirectional communication can be hold.

Table 28: Wireless M-Bus Stack Requirements

Please refer to chapter 7.3 for a description of the demonstration application on the EFM Starter Kit. Refer to chapter

4.2.2 to get detailed information about uploading an IAR Workbench project to the EFM Starter Kits.
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8 Contact information

In case of questions, requests for quotations or ideas for further improvements, please contact:

Steinbeis Transfer Center for Embedded Design and Networking (STZEDN)
Poststrasse 35
D-79423 Heitersheim

Germany

Tel: +49 7634-6949-340
Fax: +49 7634-5049-886
Url: http://www.stzedn.de/smart-metering.html

E-mail: metering@stzedn.de
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